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The ESG Landscape



Who cares about ESG?

1. Regulatory

Global movement on the 
regulatory front has 
increased pressure

2. Investor

Specific expectations
from investors have 

been laid out

3. Stakeholders

The rise of stakeholder 
capitalism

4. Corporates

Target-setting race has 
accelerated 

SEC climate, HC, cyber

EU CSRD

Many other climate 
disclosure proposals

BlackRock, Vanguard, 
State Street, etc.

Banks

Private equity

Customers

Employees

Shareholders

Corporate competition



Polling Question 1

Has your organization published an ESG report?
A. Yes, for over 5 years
B. Yes, for 1-4 years
C. We’re working on our first
D. Not yet
E. Don’t know



What are others saying

Talk track — We understand the challenges and opportunities facing companies with changing stakeholder expectations, whether 
consumers, employees, investors, communities or regulations. Companies highlighted the challenge of auditing their ESG data and 
the importance of technology in auditing the data. They also believe that ESG reporting has reduced their long-term risk and 
improved ESG governance.

Workiva "ESG Reporting Global Insights 2022,” June, 2022

Workiva & PwC "Change in the Climate," February 2023

 
1/3
of companies identify validating 
data for auditing 
as a top 3 challenge in ESG

71%
of organizations believe 
ESG reporting has reduced 
long-term risk

85%*
of executives are concerned their 
company “does not have the right 
technology in place,” despite 97% 
anticipating technology playing an 
important role in meeting potential 
new requirements

80%
of organizations indicated 
that technology was 
important to validate data 
for auditing

45%
of companies have outlined 
actionable steps to improve 
ESG governance

70%*
of business leaders report 
their companies will 
“proceed with compliance” 
regardless of when the rule 
becomes U.S. law

*

https://www.workiva.com/sites/workiva/files/pdfs/esg_reporting_global_insights_full_report-en.pdf
https://www.workiva.com/sites/workiva/files/pdfs/change_in_the_climate_report_02.24.23.pdf


How is ESG impacting your organization?

• Strive to integrate 
ESG into your 
existing risk and 
governance 
processes

• Break down silos— 
don't build new ones!

It's different now It's huge! You need to 
focus

You need to 
integrate

• ESG includes a huge 
range of topics

• Lots of data from 
disparate sources, 
much of it unstructured 
and not from a 
“system” 

• ESG materiality 

assessment yields 

clarity on priorities

• Material ESG topics 

should be factors in 

the corporate 

strategy process

• ESG topics have been 
around for 50+ years

• Some organizations 
are already connecting 
ESG to business value



As opposed to SOX, 
most of the data won't 
come from an ERP or 
accounting system. It 
will come from a 
myriad of sources

• Much of the data is 
recorded automatically, 
but is not stored in a 
database or system

• How to get complete and 
accurate data timely

• The systems that 
house ESG data 
were probably not 
audited previously

• Are the ITGCs 
"SOX ready”?

• New ESG process 
and control owners 
are not used to 
being audited or 
providing 
audit-ready data

• You will need to 
help them!

Consistency of ESG data 
shared in financial and 
non-financial reports

Not System 
Driven

Systems not 
Audited Audit Ready Connected to 

Financials

ESG data challenges

Disparate 
Sources



Accounting 
& Finance

Due
Dates

Evidence
Requests

Controls
Testing

Shared
Drives

Audit 
Reports

Phone 
Calls

Checklists

Policies & 
Procedures

Fluxes

PBCs

Risk 
Assessments

SOX

Emails

Data 
Requests

Meetings

XBRL

Data
Entry

Paper

Slack Board 
Deck

Frameworks

Version Final 
2.7

10-K/Q Annual 
Report

ESG

Audit & 
Risk

Regulatory Mandates

Talk track — In many companies today, the FR, ESG, GRC areas work in silos which compounds the inherent 
complexities involved in each of these areas since they all need to work together.  All of them rely on some of the 
same data, but sharing is difficult, manual, time consuming and generally just sucks!  There is a better way!

Today’s complexities are not isolated



Polling Question 2

What has your internal audit team planned related to your ESG report(s)?
A. We don’t publish an ESG report, so this is not applicable.
B. We have no current plans to perform an internal audit 
C. We have plans to perform an internal audit of the content of our sustainability report this year.
D. We have plans to perform an internal audit of the content of our sustainability report AND related 

governance, strategy, and risk management.



ESG Reporting Evolved



ESGFinancial Reporting

Audit & Risk

 Integrated reporting with assurance is a team effort

ESG risks, policies  
& controls

ICFR (SOX)
Internal controls

Integrated 
Reporting 

with 
Assurance

Talk Track --
Most organizations are very familiar with the overlapping activities between financial reporting and audit & risk. These manifest themselves as internal controls and assurance 
activities over financial reporting (SOX for U.S. listed companies).

As ESG continues to emerge, evolve and mature stakeholders demand greater disclosures and transparency, regulators are moving to require disclosures of ESG related 

topics such as climate related impacts, diversity, etc. in financial reports. With this convergence of integrated reporting, it is essential for organizations to ensure the 

integrity and consistency of ESG information reported through all communication channels. 

As a result, audit and risk teams are working with their Sustainability colleagues to ensure that risks area identified and are properly understood in a 
holistic manner, that mitigating internal controls are properly designed and are operating effectively all with the intent to prevent errors or manipulation as data is 
gathered, aggregated, analyzed and reported, again through all communication channels.

Breaking down the silos so that ESG experts are collaborating with financial reporting gurus to identify and properly map the data required for their regulatory reports, ensuring 
that ESG reports leverage the same "source of truth" to ensure accuracy and consistency. That coming together between financial reporting and ESG teams is underpinned by  
audit and risk professionals lending their expertise to create a truly Integrated Report, with data mapping, risk and controls to provide independent and objective advice as 
processes are established and then auditing those processes to provide assurance to management, the Board, and all other stakeholders.

• Materiality 
• Financial impact analysis
• Consistency in disclosures
• XBRL®

• Risk management
• Policies
• Controls
• Audits

• Materiality assessment
• Framework mapping 
• Metrics
• Data collection, aggregation, 

analysis
• Dashboards
• Sustainability reporting
• XBRL

Financial Reporting Process

Governance, Risk, & 
Compliance Processes

ESG Processes

Management 
reporting

XBRL® is a trademark of XBRL International, Inc. All rights reserved. The XBR® standards are open and freely licensed by way of the XBRL International License Agreement.



this is a complex and fast process. 
these are processes that time time, and intentional planning. 
We see companies moving fast (especially in a SPAC / deSPAC merger process) w
Start off on the right foot vs. re-building process / documentation later

▪ Standardization of process 
▪ standardization of technology 

▪ A well-designed process put in place as part of the transaction execution can help manage downstream 
risks.

▪ Document, document, document 
• develop policies and procedures and tie them to controls 
• building a program of internal controls and reporting requirements for business owners

▪ Connect process to documentation, leverage technology to build efficiencies and connect data and 
information 

Standardization is key for success

Time-consuming, manual processes

Difficult data aggregation

Lack of formal policies & procedures

Lack of process and control 
documentation

Limited control/visibility

Inaccurate/inadequate reporting 

Data integrity issues

Without standardization of process and 
technology, we see challenges with...
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Ability to continuously monitor 
transactions, process controls, etc. 

With standardized processes and 
technology, teams benefit from...

Process automation: workflow 
assignments, reminders, review, 
resolution

Visibility of process: 
Who has done what, and when? 

Simplified and centralized evidence 
management and testing

Direct data import from source 
systems, automated pulls



Most auditors are well aware that manual control processes are more prone to failure and are less efficient than 
automated controls. As auditors, we encourage process owners to leverage technology whenever practical to simplify 
and streamline processes, automate controls and generally reduce their headaches.

It is surprising that given this understanding of the benefits technology brings to a process that so many audit shops 
continue to rely upon spreadsheets, shared drives, and brute-force email assaults to execute their assurance work over 
ICFR.
As we look to improve the efficiency of control processes and of control assurance work there are a few principles that 
form a solid foundation for those efforts.

▪ Standardization of process across the organization
▪ Standardization of technology both in the control process, but also in the audit process
▪ Leveraging the automation capabilities in the technology re eliminate or at least greatly reduce routine and 

redundant activities (greatly reducing manual effort!)

▪ A well-designed process can help manage downstream risks.
▪ Document, document, document 

• Develop policies and procedures to serve as a foundation and tie them directly to risks and controls 
• Building a program of internal controls and reporting requirements for business owners

▪ Connect process to documentation, leverage technology to build efficiencies and connect data and 
information 

Standardization is key for success

Time-consuming, manual processes

Difficult data aggregation

Lack of formal policies & procedures

Lack of process and control 
documentation

Limited control/visibility

Inaccurate/inadequate reporting 

Data integrity issues

Without standardization of process and 
technology, we see challenges with...

Ability to continuously monitor 
transactions, process controls, etc. 

With standardized processes and 
technology, teams benefit from...

Process automation: workflow 
assignments, reminders, review, 
resolution

Visibility of process: 
Who has done what, and when? 

Simplified and centralized evidence 
management and testing

Direct data import from source 
systems, automated pulls

And ultimately driving success via...

◦ Faster process for management 
reporting and regulatory filings

◦ Reduced time spent testing, more 
timely issue identification and 
remediation 

◦ Improved audit engagements 

◦ Accurate data and information across 
critical reports, documents and 
disclosures

◦ Time available to discuss root cause 
analysis and areas for process 
improvement 

Greater operational 
efficiency 

Increased effectiveness in 
reducing risk and 
increasing reporting quality 



Polling Question 3

How is internal audit involved in the ESG process at your organization?
A. Not at all
B. We have plans or have reviewed ESG disclosure/data
C. We are involved in an informal ESG governance structure
D. We are involved in a formal ESG governance structure 



ESG Risk and Audit



Risk of a material 
misstatement

SEC asserts Vale’s ESG disclosures to 
be "materially false and misleading by 
downplaying the risk of catastrophic 
financial consequences.”

Reputational & 
greenwashing risk

Regulators have made it clear that 
greenwashing is now a ‘material risk’ and 
supervisory action will be taken against 
firms found to be misleading customers, 
investors, and other key stakeholders 
over the sustainability of their product 
offerings or transition plans.

SEC fines BNY Mellon $1.5m for 
ESG misstatements

ESG risks in the news

Long-term risk of 
investor funding

SEC asserts that Vale disclosed ESG 
disclosures to be "materially false and 
misleading by downplaying the risk of 
catastrophic financial consequences.”

“Regulators have made it clear that 
greenwashing is now a ‘material risk’ and 

supervisory action will be taken against firms 
found to be misleading customers, investors, 

and other key stakeholders over the 
sustainability of their product offerings or 

transition plans.”

SEC fines BNY Mellon $1.5m for ESG 
misstatements

Identifying and mitigating Greenwashing Risk: Considerations for Insurance Firms
ESG Disclosures for Investment Advisers and Investment Companies

https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html
https://www.sec.gov/files/ia-6034-fact-sheet.pdf
https://www.sec.gov/files/ia-6034-fact-sheet.pdf
https://www2.deloitte.com/uk/en/blog/auditandassurance/2022/identifying-and-mitigating-greenwashing-risk.html


GovernanceSocialEnvironmental

Encompasses how a company is 

exposed to and manages risks and 

opportunities related to climate, 

natural resource scarcity, pollution, 

waste, and other environmental 

factors, as well as a company’s 

impact on the environment.

Comprises information about the 

company’s values and business 

relationships. For example, social topics 

include labor and supply-chain 

information, product quality and safety, 

human capital topics such as employee 

health and safety, and diversity and 

inclusion policies and efforts.

Encompasses information about a 

company’s corporate governance. This 

could include information on the structure 

and diversity of the board of directors, 

executive compensation, critical event 

responsiveness, corporate resiliency, and 

policies and practices on lobbying, 

political contributions, and bribery and 

corruption.

How are you managing your ESG risks?

ESG Reporting and Attestation: A Roadmap for Audit Practitioners

https://www.thecaq.org/esg-reporting-and-attestation-a-roadmap-for-audit-practitioners/


How does ESG impact your internal audit team?

Challenges Opportunities

• This is a big effort (likely bigger than SOX)

• Data challenges are significant (disparate and 

unstructured data)

• Good audit skills are applicable, but this is not 

SOX with a checklist for everything

• Critical thinking and advisory skills will be 

important—does your team have them?

• Finding qualified resources in an already 

tight market

• Unprecedented opportunity to earn your seat 

at the table

• Early involvement to build controls into the 

process and leverage technology

• Internal audit skills with big leverage:

◦ Critical-thinking skills

◦ Risk and controls perspective

◦ Expertise in gathering, analyzing, and 

understanding disparate data sets



Polling Question 4

Have you read the recent COSO guidance “COSO Achieving Effective 
Internal Control Over Sustainability Reporting (ICSR)?
A. Did COSO release guidance about internal control for ESG? I didn’t know.
B. Not yet, and it’s not a priority for me right now.
C. I read the Executive Summary and will get into the rest later.
D. Yes, I’ve read it in full



• Cross-functional 
ESG steering 
committee

• Senior leadership 
commitment

• Board oversight

• Materiality or risk 
assessment 

• Focus on 
topics/metrics that 
are material to 
stakeholders and 
matter to your 
organization

• Strategy process should 
consider ESG risks

• Integrate ESG risks into 
ERM program

• Plan and budget for 
     ESG efforts

• Utilize recognized 
frameworks 

• Determine best 
sources for material 
ESG metrics/data

• Verify data 
completeness and 
accuracy from the start

• Identify risks in 
data collection 
processing and 
reporting

• Build in controls 
to mitigate errors 
from the start

ESG Program 
Governance

Materiality 
Assessment

Integrate ESG 
into Strategy

Data Mapping / 
Completeness

Internal    
Controls

Recommended practices

Applying Enterprise Risk Management to Environmental, Social and Governance-related Risks
COSO Internal Control Framework and Sustainability 

https://www.wbcsd.org/Programs/Redefining-Value/Making-stakeholder-capitalism-actionable/Enterprise-Risk-Management/Resources/Applying-Enterprise-Risk-Management-to-Environmental-Social-and-Governance-related-Risks
https://www.imanet.org/research-publications/white-paper/coso-framework-and-sustainability


Key Points

Data is key

• Lots of data that's never been 
audited

• Many disparate and 
unstructured sources

• Data lineage is important for 
assurance (think IPE)

Start now

• Assurance is coming

• This is a big lift, don't squander 
time—it will take longer than you 
think

• You have adequate directional 
info to start now

Be strategic

• Let your business and
industry guide

• Focus on material items

• Build controls into the process

• Leverage technology



Questions?


