The Future of Data-Driven Internal Audit:
How Al Enables Code-Free Analytics and New Skills

Applying Generative and Agentic Al to audit analytics and risk.




Meet the Speaker

Tom Keaton is the Vice President, Business & Product Strategy at
Diligent, the leading GRC SaaS company. We give leaders a
connected view of governance, audit, risk, & compliance to bring
clarity to complex risk, stay ahead of requlatory changes and

deliver impactful insights.

With 20 years of experience in the internal audit profession, Tom
has led internal audit functions, enterprise risk management
initiatives, data analytics programs, and fraud, ethics, and

compliance efforts.

Connect with Tom on Linked|n


https://www.linkedin.com/in/tom-keaton-02b5476

Learning Objectives

1. Recognize the real ways auditors are already using Al today

2. Leverage Natural Language Analytics for smarter data

exploration

3. Transform qualitative risk inputs into structured insights
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Use Cases Agentic Al
and in Audit
Challenges Analytics

Al for Audit Al for Risk
Analytics Discovery
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Common Use Cases

- Writing Narratives

- Creating Audit Reports

- Writing Issues

- Generating Risk or Controls

- Mapping Risk, Controls and Regulations
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Challenges

Explainability Trackability Auditability

)
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Polling Question #1

Which of the following best describes your team's current proficiency with data analytics tools and
techniques?

A.We're just starting our data analytics journey
B. We have basic skills and can perform simple analyses
C. We have moderate proficiency and can handle more complex analyses

D. We are highly proficient and regularly use advanced analytics
E. We are world class in our use of data analytics

. Diligent
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Al for Audit Analytics
The journey, challenges, and potential

solutions
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Using Generative Gen Al for Performing Data Analysis

E sales_data.csv
Spreadsheet

LLMs can write Python and
execute it, BUT

find outliers in the dataset and list the top 3. Do not explain anything, just do it.

@ Finished working Show work v

*  Data privacy concerns

«  Can't work with large tables
P005 Products § 3

P005 Products : 8232.00
P005 Products 82.3: 8149.68

*  Still need to maintain code

«  Difficult to organize your data
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Natural Language Analytics

ACL DataSmith

Al (LLMs) are powerful, but you
can't use them directly to
perform data analysis.

— Limited context window
— Prone to hallucination

— Not explainable / repeatable
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-
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Natural Language Analytics

But an Al can produce scripts, such as
SQL or Python which can be auditable
and repeatable.

In fact, you can find emerging tools
which combine these concepts to
create an experience for users to
create true natural language analytics,
with areas for exploration being
suggested by Al
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ACL DataSmith
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Polling Question #2

How much would you say your internal audit team uses Artificial Intelligence (Al) to aid in its data
analytic efforts?

A.Not at all

B. We rarely use Al in data analytics

C. We use it sometimes but not extensively

D. We often use Al in data analytics

E. We almost always use some element of Al in data analytics
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-rom Generative to Agentic Al
n the application ot audit data analytics
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The Journey from Rules-based Analytics to Agentic Al

This linear view is too simplistic:

Rules Based Machine

Generative Al Agentic Al

Analytics Learning

e Explainability remains crucial

e Scale matters

e Core analytics haven't disappeared

* The real world is messier than headlines
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The Journey from Rules-based Analytics to Agentic Al

Agentic Al Generative Al
* Helps translate business requirements into
rules
Generative Al « Assists in documenting and explaining rules

* Prompt > Product

Machine Learning

Agentic Al

« Leverages a set of tools to develop plans and
Rules Based Analytics strategies

* lteratively adapts to changing situations
* Prompt > Plan & Execute Loop > Product
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Polling Question #3

What do you anticipate will be the biggest challenge in adopting Al-powered, code-free analytics in
your internal audit function?

A. Data quality and accessibility

B. Lack of clear understanding of Al capabilities

C. Resistance to change from existing staff

D. Budgetary constraints for new tools and/or training

E. Concerns about the reliability and explainability of Al results

. Diligent
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Al for Risk Discovery
Combining datasets without keys.
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Use case / Background:
Risk Assessment process with Al

Risk Interview

Use CoPilot for transcription

Rank the Risk Listing

Human ranking & assessment

. Diligent

Extract Key Takeaways
Al to Extract key takeaways

Review for inaccuracies

Compare with Audit
Universe

Determine risks that need to be
added/removed

Stitch & Merge

Al identifies common themes
Review for completion

Update Audit Universe

Propose audit universe changes
for approval
Repeat as often as needed
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Risk Assessment process with Al

Risk Interview

Use CoPilot for transcription

Rank the Risk Listing

Human ranking & assessment

. Diligent

Extract Key Takeaways
Al to Extract key takeaways

Review for inaccuracies

Compare with Audit
Universe

Determine risks that need to be
added/removed

Stitch & Merge

Al identifies common themes
Review for completion

Update Audit Universe

Propose audit universe changes
for approval
Repeat as often as needed
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Polling Question #4

Which of the following new skills do you believe will be most crucial for internal auditors in an Al-
driven environment?

A. Prompt engineering and Al interaction

B. Data storytelling and visualization

C. Critical thinking and ethical Al considerations
D. Understanding of Al model limitations

E. Project management for Al initiatives

. Diligent
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Let’s imagine you've conducted a Risk survey of your employee base

Key question to your audience:

“What potential risks or
challenges, both external and
internal, should our organization
be preparing for that we may not
have adequately considered?

Please provide 2-3 specific
examples and briefly explain their
potential impact. Consider factors
such as market changes,
technology, regulations,
organizational strategy, structure,
workforce, and corporate culture.”

. Diligent

Response

"l don't see any major risks. GlobeTech Industries is doing fine as it is."

“The rapid growth of quantum computing could render our current encryption methods obsolete within !
“Climate change might affect our supply chain. Floods in Southeast Asia last year delayed shipments.”
"Have you seen the new Al thing? ChatGPT or whatever? That's gonna change everything, mark my wor:
"1) Aging workforce: 30% of our skilled machinists at the Millbrook plant are nearing retirement. We hay
“The shift towards sustainable practices in our industry poses both risks and opportunities. Competitor
"FARTFEIENZ £ ERETHETY. FHENAESERE1=EFENEII) £, " (Translation: "I think we <
"Look, I've been with MegaCorp for 25 years, and I've seen these ‘emerging risks' come and go. Rememb

"Emerging risks? How about the risk of our entire R&D team burning out! The Prometheus Project is alr

"1. Synthetic biology advancements: Potential for new, eco-friendly materials that could disrupt our trac
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Your Risk Survey Responses

Response

“l don't see any major risks. GlobeTech Industries is doin

. Risk Category (Level 1) | Risk Domailn (Level 2) Risk Title (Level 3)
Strategic Market Dynamics Competitive Disruption
Strategic Technology Evolution Technelogical Obsolescence
Strategic Regulatory Environment | Regulatory Compliance

Operational

Supply Chain

Supply Chain Disruption

“The rapid growth of quantum computing could render o

Operational

Workforce Management

Talent Shortage

"Climate change might affect our supply chain. Floods in

Operational

Information Technology

IT Infrastructure Failure

Financial

Market Risk

Foreign Exchange Volatility

"Have you seen the new Al thing? ChatGPT or whatever:

Financial

Credit Risk

Customer Default

"1) Aging workforce: 30% of our skilled machinists at th

Environmental

Climate Change

Extreme Weather Events

Environmental

Resource Scarcity

Raw Material Shortage

“The shift towards sustainable practices in our industry

Technological

Cybersecurity

Data Breach

" RAE X EFEmREEL. AEEHAEEER

Technological

Emerging Technologies

Al and Avtomation Disruption

“Look, I've been with MegaCorp for 25 years, and I've se

“Emerging risks? How about the risk of our entire R&D t

People Employee Wellbeing Burnout and Stress
People Organizational Culture Resistance to Change
Reputational Brand Perception Megative Publicity

. Diligent

"1. Synthetic biology advancements: Potential for new, e
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Prompt for Al
“Stitch and Merge”

Risk Responses

Risk Taxonomy

. Diligent

Help me map the following risk response to my risk taxonomy, using the
following mapping process:

Mapping Process

1.Read response and identify distinct risks
. Break down complex responses into individual risks
. Note key impact statements

2.Map each risk to taxonomy
. Start broad (Level 1) then narrow down (Level 2 & 3)
. Assign multiple categories if needed
. Rate mapping confidence: High/Medium/Low

3.Flag potential gaps

. Mark risks that don't fit existing categories
. Note which taxonomy level needs expansion
. Capture emerging risk themes

Output Format

For each response:

* Risk ID: [Response Number]
*  Mapped Categories: [L1 > L2 > L3]
* Confidence Level: [H/M/L]

*  Gap Flag: [Y/N + Brief Explanation

Key Principles

* One response may contain multiple risks
* Flag unclear mappings for review
+  Document emerging risks for taxonomy updates

Categorized Risk

Responses

© 2025 Diligent Corporation
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Categorized Risk Responses

Original Response

“l don't see any major risks...

“The rapid growth of quantum
computing could render our current
encryption ...

“Climate change might affect our supply
chain...

“Have you seen the new Al thing?
ChatGPT or whatever...

1) Aging workforce: 30% of our skilled
machinists at the Millbrook ...

“The shift towards sustainable practices
in our industry poses ...

"FINABAINZREFEHIHRIZEE -
M.

“Emerging risks? How about the risk of
our entire R&D team burning out...

Response Summary

No major risks identified

Quantum computing threat to encryption

Climate impact on SE Asia supply chain

General Al concerns

Multiple risks: aging workforce, rare earth supply,
legacy systems

Sustainable practices competition

Chinese regulatory changes

R&D team burnout

Primary Risk
Mapping

None

Secondary Risk
Mapping

None

TEC-01 (Cybersecurity
> Data Breach)

ENV-01 (Climate
Change > Extreme
Weather)

OPS-01 (Supply
Chain Disruption)

TEC-02 (Emerging
Technologies > Al -
Disruption)

OPS-02 (Workforce
Management > Talent -
Shortage)

STR-01 (Market
Dynamics >
Competitive
Disruption)

ENV-02 (Resource
Scarcity)

STR-03 (Regulatory
Compliance)

PPL-01 (Employee
Wellbeing > Burnout -
and Stress)

Confidence

High

Medium

Medium

High

High

High

High

No

Yes

No

No

Yes

Yes

No

No



Polling Question #5

Would you like someone from Diligent to contact you for more information on this topic?

A. Yes, please!
B. No thanks
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Thank You



	Slide 1: The Future of Data-Driven Internal Audit:  How AI Enables Code-Free Analytics and New Skills
	Slide 2: Meet the Speaker
	Slide 3: Learning Objectives  By the end of this session, you should be able to: 
	Slide 4
	Slide 5: Common Use Cases
	Slide 6: Challenges
	Slide 7: Polling Question #1
	Slide 8: AI for Audit Analytics
	Slide 9
	Slide 10: Natural Language Analytics​
	Slide 11: Natural Language Analytics​
	Slide 12: Polling Question #2
	Slide 13: From Generative to Agentic AI
	Slide 14: The Journey from Rules-based Analytics to Agentic AI
	Slide 15: The Journey from Rules-based Analytics to Agentic AI
	Slide 16: Polling Question #3
	Slide 17: AI for Risk Discovery
	Slide 18: Use case / Background: Risk Assessment process with AI
	Slide 19: Risk Assessment process with AI
	Slide 20: Polling Question #4
	Slide 21: Let’s imagine you’ve conducted a Risk survey of your employee base
	Slide 22: Your Risk Survey Responses
	Slide 23: Prompt for AI “Stitch and Merge”
	Slide 24: Categorized Risk Responses
	Slide 25: Polling Question #5
	Slide 26: Thank You

